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**Lr^-6flflHH«»Jif «t-»L, fro, mriB»1 (DSfil¥»(cJ:USfll$tL^ttl&jattSiJ1fftR 
frM!B§B1t¥ai::fBlf£ftTl^l^*ifr^ 

a<t, MfBTOJ^aic^^j^ 

[»**2] fr«a»i (D^m^mz^^m^tzmmmmmmmmmm^miztm^x^ 

1f¥&lcfB1f£*iTl^l^ftfr<DSt^ 

[::,mBifi&(Dgiiii;i(D#*frbg{tLf-^^ 

aizs^^r, nfcgmimrfmmimmw^z&muzmmmfrtmiz^ mumi a>g*g^a 
ic,fcyM&h,f::iM«iK»]lt« fr 



file://C:\Documents and Settings\campbelj\My Documents\JPO\JP-A-2003-274454.html 



5/12/2008 



JP-A-2003-274454 



Page 3 of 18 



[If #55] 3RMfifitt^^HLri^^liafiffi$»Jt-€»aff4Htt8iJ1«IR^. fjIBMM 

£*«a«ic«fcyM«»2<DM¥a^iim*2<Dft«^^ 

ffi£lJa±<&SJMS&fl]1t«££limE^^ 

^i^if #m iciEmcD^^ajiiM^o 

en #56] ffirffian ©gfs^ai*, miHftjft® *5Rfc&am«*#JBL-a^fciiaigiiH 
*H9j«aflMHi»®Ji»*Ri:, iNE*ftafifl$flij£u £ftft*aM££<Dftttafitfit?7$ 

[If#57] 3RMafitt^lc»LT*JBtg««:tBft»l14:^&s ^ttilliafi SBfctfMLTl^ 

Maffiffi$MsiJi-«afiflittsiJi«ft^:. iitrEftttaMi$fltj*u 3Kftaafftf$J:<D*itii 

afi^WRT^tLfei j2i±<DS*fe^<DSife^i»sij'if fB^K^a-rKtii^at. ffirfEKa^aic^y 

i^a£ftfca<trasijtf$g<^ 

¥a^&ic*«^^^a^««#^iicsB«<D«i«iaeaift*o 

[if #H8] Mffi^«a«ifia)affi^-e^x'j7ttttaa)ife«x'j7icE^*LTfcy . fjiBiBit 

^aici*. ^i^^iiajiis^^MLTLN^iuiB^^aiifflroam pi^ijtt fgt, mibm®™ 

£fiJ$U att**affll4!li*36<«BLTL^ll(rC**xiJ7rt<D. 3SH8ill^<DlfiIg 

[it #H9] mtmmmmmmmit. mMmmmmmt^^m^mmo^^-^z^A^ti 
rL^s*^^a*^iag«**fc^illtrE*^6S35<«LTL^*^;^-^Bl^J^*1fa■cfcs^i: 
£^<t«if #ni ciEff (Dfe&aff 

[If #H10] ME£«@»»J1ff«tt. fTESi6®OMAC7'hVx-cfc*^t*1*tttr*SI*5i 
lcEtt®fttta<Iil*. 

[it#nii] mtmtmmmmmit,mu&^moMACT^xo±myUhv^^tmm 
ttm #in (c=Bt!c(7)^^aiiii^o 

[it #in 2] «^*»iz*i»a««ii6*«tt««niaffli^i- < /Kzfc^T, 3Ri«ifif 
^-^©atiiafitfttws^ 

iixyr^M'-LTi^stfe^frbiiufBS^ 
*tts*sjita£M«M¥a^ tm^ 

m^m\ztm^xi^mmmmmnt-mu mu^m^mz^mt^tz^mm. 
sijiff^ifriBiBit^aicEif^ 

mwwLts mzm\^mz&%m%mmz^xm%^&mt<»mm ^zfrmu ^Lfc 
affiro^s^MES^s^ai^t-^ai^^a^w^^^^ftws^Jiafs^i-^o 
[if #in 3] mtm^mmmm^m^m^mu^jTtmt^j^mmizimLxi^m^z. 

flrEg«¥a[*sffiE«»(DSifc^0#*frb^ 

K&i&fio&i&mmzmm&mu mmm^mt, mvMM^mz&zmmmmz&'i^ 
x. m : M^m^^mmimmm^mmuzmmm^)\mz s imam^mz&j&mztitz 
mmmmmmmmm^wm^zim^xi^Mimmmmnt-mu MBSii^a 
i::«fcygm&h,ksttjgi«3]itffi#^^ 

-mt^^^mmt^zt^mttmmM^2iztm(Dmumm^o.-)i 0 

[if #^i 4] mtmnmm=Ei>=L-Mt, mtm*Mm\zttLxMM.£&xfoz>zt&mttz> 
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is*in 2\ztm<Dmmm=Ei>3--)i> 0 
^f&Mifg£MHEM®iii^ 

micfeTfjEEMamas^MEg^ 

[fit *in e] mtmn&mtmmfimmn&mmnmm^jTtfmtjiv ^ommz\mi>x^hm^ 

frblll^fjiEgjlX^:/!::^^ 

mtmmmimMmz^&bgmztixi^. mtmnmmm&mu mtmmmimmMtom 
$i^t7^^£;ftf::i&±<DStt!i^^ 

mmmizts^x. mmmm(D&%iz, mm&m<mLx^&mmmimmm&&tfmmi& 

(Dmimmmmmm&mmmmmm^nt^m^t.mt^m^miz^^m^tz 
mmmt^mmmmmm^mzuw^hxi^mmmmmmt-^u ^ imem* a 

[ii*iH9] mu&m&m(Dmt?.mm^®iz. mm^mmLxi^mmmm%mmt$&is% 
m&mm^mmt^&^mtmmm^^m&^m^/<-Lxi^mu^j7m\zmmt^zt 
zw$kttumm^ 8\ztm<Dm$mmmo 

[it *ii2o] mtmnmmm(Dmmv--\i:xjiV7im^0^m^j7iz^^x^) % mtm 

fgMS*<Diiltffiffi«¥®[^ 

imt. mtm^mmmzmmu %mmumimm^mLxi^mtm®^j7ft(D. %mm 
#mt+zn *«i 8\ztm<Dm®kmmmo 

[ii*H2i ] mtzmmMmmmiz, mnmimmmt&&m^mfimm<D?)i-zr\z\B. / A£ 
hxi^ms.mtmnmimmtttdzmtmmmmLxi^? 
t&mttmm^ siztm^umm. 

[it *xi22] mtm^mm mm mt. mtm^moMACT^^x^zt^mttumm^ 
8\ztm(Dfan&mmm 0 

[it*H23] &i&mtK mm^momLxi^mmmmm&ffi m?zmmfflm%mmt$&is% 
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[0001] 
[0002] 

[0003] 

(D^ffi^fcb-r^S. M©fc-5*3#A<ftO)SifeS*KiaL-CjEaft*ife^l^d:yi-* 

m*iRi±*-&«^t*a mtLxi^ 0 

[0005] 

mmm m^xsmm&^mco^mmmm m&m ?$>mi commit, mtmi ©m^k 
^tzmnrnmizts^x, mtmi&m<D&*\t, %m&tembmLx^&mmmmmmt$ 

R^ISMffi*3&<JaLr^*«i||ii{BjP3a)fflfil!fHm»J'lf fRi, lfflEftiiiHgffl£fllfifcU ^§£$1 
SftfctfESttJarofflfiffla^^ 

(c«fcyM&fcfcafliHiMi]i*^^ 

o,WEM¥«l=«fcyM&h.fc*tt®ttSJft^ 

irE*Jfe^t©ffi{g(DW5^s«*S¥K«t*^"r*»ii«ii«itH$ffi«i«o 
[ooo7]£fc, CKDfgEl*. fti&fttf. 3KttM(0HLri^Maifllffl$»SiJ-rsafiffllll£iJ 
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mm%m mt-mu fr^ mtz%imm\zx%mztitz&i&mmm mmumimmmz 

[ooo9]£fc, zommit. m^m^izmmmmmmzmmtmmmm^i.-Mzts^x. % 
mnmmmmmu ^mfa^mm^^-^tomnmimm^ztitzi \>xJto^mo&*% 

tt mmmm^mztmztix^zmmmmm nt-&u *^ mtzgrn^mzM^mz 

cooi o]z<d#pjic£*li;£\ Mi^i-;ni t mmmmmm%&&u^mmmmm^ 

xm^mmm^t^\^mt^mm^^m^-m.^m^-t^o 

[001 1 ]^tc. cicD^Bjii. ^sjfiM^izfi^^^vezL-^iz. mmmnmmwM(Dfc mt&m 

mmir^mmmmm^mm^mnimmmmz^m^^m^y^t.m^m^^z^ 
«fc**j»iiMiicftoTii(riE»MM^ 

Militate. S«ffl»Jt*fgfc<fci;S±l!l^li^Jftfg^ffl^rS^^(7)lfJiE^ft^^> 
[0013] 

mmommmmmT, mm£0mLx*mwnmi\m\z'D^xmwtz> o &mzt$i\ 

[0014][A-1. H»S<7)|i^] 

<i. «fjgLAN©flus>nfi, zomw\z%zm&uiM<Dmi&&m*?&7ay2®vib&o m 

miZ7Ts-£tlZ)&?lZ s MLAN1 1*, ^-h^X'f-b— /M o<t, n>hP—;u-b— /<20i:, &&J530 
a, 30b<t, afS4S*40££W-r<& o ailcfc^TliBIB^ffiSSlc^^^R&Cfctolc, 

LANi^flija^fiif^a)^— h^x>r-b— /^io, m^0smj^3Oa, 30b, m^<Diifgsift*4oa) 

0b^Si6S30, exx'JT35a, 35b£S#1J--fcf*iiJ735£Kt!t-f 5o 

[001 5]^-h^i-f-9— /<i of*. *mu\Ni t<fr*-*vt>tttKm wttztztbomm^t 

Z>o tts =i>hn-;u-b— /teodidu ^^lani iiW&t&'Vrvhftm-y— exidjnAl/ci^ 
#jMSS*40SI3, a<gSS*40<D4S*lD£, ^©afll«!l*40A<Sftft BLTH-Safc*-*— If* 
x'JT35$*/^-1"-S*il!lS30a)*JftJSlDi:36<fttt$*i-Cl^*o 
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[001 6]£Jft®30[*. SS30(D*/^-"r5S*-9— bf^XiJ735rt<Diiffi4»*40tii»M$- 
frl\ / ^hx— ^SlSft-f So C0*it!l^3O(i, ^af^SSID (Service Set 
IDentification) fccfe^MAC (Media AccessControl) 7KbX££^t£fci ; — 3>£ g JS30<DX*-tf— If 
XXiJT35rtlCjlJWfl«IlzBc3lLrL^„ 
[0017]&fc\Mll^^fc^^^ 

^-exx'JT35**t«)fcxgTT?fcor, »fc^*40j&<*H§U\N1 dJ^/^HMl*— If * 

[001 8]Mfl«*40ii, Mlani ^^S/^^f+r-ex^gifS^iJi^fey , m*. 

its m&Mfefflfettt&^/Ujteyeo.-zvpDAtiiZvfo&o zommmMioit, gai*4o 

0)Sffl"r***-b— lfXXiJT35$*/<-LrL^*lfi®30t«Hiafll$m\ ial£Sit!}Ji30£ 

««M3o$eEE-r««i&AeiE«Me$«-Lri^. 

[ooi9]<2. &mmmm>mit.m^^tz^m30(o/\-^^Tm^m^t^o 
vtmvfo&o mm\z7jk£Hz>&oiz&tfom3oit. w^i^>^^x-x3oi ^ tmu302t. m 

®kmm%$306t. CPU307££}f U ^*l£>0)#aili/*X308[Z«fcyj$ $rc£*lTl^ 0 SBlf SB 
3021*. ROM303.!:, RAM304<t, ^IfStt^USOS^^-f 6 0 

[0020]*rHiHg >r>^x-x30i r* s Stfe^30^-h^x-r-9— /<io^n>hP-;u-y— M*2 

Ofe^lN(iffi0Stfe^3O<h(Dr B 1^T^^^fi«^J^«o C(D^^I^>^x-X301 [* % 
IEEE (Institute of Electrical and Electronic Engineers) 802. 3[C2£$lLfr. lVbtf>3>r— 9"*';/K£ 

^^BSLfcROMlCli s MAC7KUX301 a^t&ftflTl^o 

[0021 ]CZT% M3^#RSLTMACTKb7.301 a(DT-$MtJ$l::ol,*TiBW«o ^Hdft 
ivriis MAC7KUX301 a£l 6$H3*ffli:U 1 / WhSl33P>-CEflIoTL^o MAC7KVX301 
al* s 6/Wh©T— **£*TU ±{i3/^Vhl*IEEE^>^Sl3fljy^rf^>^ID^feoTs T 

m/UHt^yvtm^ -smzmy %xtzm&iDvfo& 0 ^mm^mxit. z<dmac7Kux3o 

1 a£, Sife^30^1iSijf SSiti^flMfr fSchLTfiJffl-r^o 

[0022]M2lzMy % ROM303|Z[± % gifeJi30#S<Dg*flJfa^ 

L^o RAM304I*. CPU307(D I 7--?xy7£LTffll*b*U CPU307|z£U!ifr£*l6?P 
^A^^aOx-^^-^WlCfttrt^HSo CPU307I*. IE««P302lZft||«|**irL^# 

[0023]^?^tt^U305|C(i > &j&m30mo7n?7J**T-*#Ztfft1ltoZtlXl^ 0 Stzs 
^<D^ff*tt^U305lC(* % SSIDft|ftf|«305a*<iS:lte>*iri^So^a)SSIDft«ft«|«305alC 
lis d(7)*it!l^30^MLTL>S» 7 |LAN^»I^SSSID, &6lM*Jili&LANl£«J*-f 

©3o^«isa)^;u-^[cE^*Lr^-5ii^ic[*, ^a>S^3orimw6^iu-?£titsi]-<r 

<6SSIDjMMte*l-Cl*<&o ^(DSSIDI*. SlfeJS30<DMB#fc£lcteliLAN1 ©^S#lz«kyS^ 
£*U SSID^MHE305a[Z^^So 

[0024]*fc, ^fIf§t±^U305[C[^ Z(Dffi(Zt, $J*I*\ $S$|LAN1 [Zj^/^hiUrb— tf 

xi::taALTi^#ffi{gffi5fc4oa>SSfi*iD, fo£iM*Mu_ANi izfcL^^©ft*feS30<!:^i:^;u 

-?ic«LTi^&ffi{gffi*40(Dffl*iDj&<£^^ 

*uAii*uxH*,Siii}Ji3o^!^^ 

[0025]MSjlS|5306l*,®jf!ii*40<t<D^ 

3061*. CPU307©*IJfflia)Ts SSID^fIHic305a[C^$tir^SSSID«!r. W^iHH^S? 
x— X301 rtfZgB1S$JflTl^MAC7KUX301ai:$^t£lf— 3>^^JSL, CI(Dtf-=l>£g^ 

3oa>S*-b— If xxij735rtlzjaJHWrctt36«, «£iiffi*P306[i, /^h-r-^^S 

«LfcBftfl#££j*LT**^-e;W735rt^ 

0^b^lLfcMM^mflLT/^hx-^^#So 

[0026]fcfc\ ^mmmmXlt. *TfSiM'r>$7x-X301 fl|Zffi1g£;tlTl^MAC7KbX301 
a$e-a>lc^*-H:Ttt3l^-6Ji^lcoLNrBiW«36<, GUI* * Miifllffi306Ma>BI^« 
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7x-X3O1|^[ZlBlt^T^^MACTKUX3O1a0^yiC^®m$P3O6|^IZf3lf^TLN 
£MAC7hV*301 a£e-P>(C#£l*Tjft&«JI2S^fooTt<^o tf-P>ld\ 

[0027]<3. Mffl*<D«m>M4[±,mi=***tfeMffl*40<D/\-K^i7«J«^J*-r 
3?ny*H-e&5„ ^IC^V^I^ iHf 3l*40[i, MiHf £0401 JtftA*W402 
<ts ?Sfia^fiP403i:, W^Jifi-<>^7x-X404t, IBffiaS405t, CPU409££*fLTfcy, d 
*lb<D#SW*/*X41 0lC«fcyglB6$nri^*o tSlf Sfl405(i, ROM406<i:s RAM407t, 0] 
Kit, SRAM (Static-RAM) -^EEPROM (Electrically Erasable Programmable - ROM) % /\— KfV 
X?fc£©*S3!M4^y408££:frLTl^o 

1 1*. cpu409(Dfij^i(7)T. m^^j^-^tdit^m^Ltzmmm^^mLx&mm3o^ 

*ittiEff«|!40i I*. a.*JB30^&tt3fe**Lfee-a>^. £i&530frbM£4 
0^[Z^I^fc»im^^^L,CHb^lLTe-^>lZ^nr^^Sit!j^30(DSSID^ 
MAC7KUX301 a, fc3lM*g^*40&(D/^hx— 2fc££i#&o 

[0029]|#fEA7]*P402[*,:£^£fEfi^^^ 

ftif$*LTfcy, jiftA*i3js:i:feji^cpu409icai*«o $nai^P403ii, $n 
404ii, zcomimmiot, {n^it^^-^Hzmm^tz^mmmmmtomx^hM^ 

ROM406IZli, a««|*40*«P©**1M»*5 WP^Aftif^fttt**L 
tL^o Sfc* RAM407(i. CPU409(D r 7— *lU7£LTffll*b*U CPU409[Z<J:y||fT$tL^^ > 

[0030]^g^tt^U408[C[i. ^Jk.|*\ jifiiS*40fflfl>^lx-7 L -r>^>XxA^7^'J^— 
va^P^A, ffi^4g*40<Z)4S*lD/cCi:\ #II<D:/P?7A^x-*tfteateft Z 
fl)^}f#ltt^ij408li, SSID%ttffiJ*408a£* *ifeja7hVX«HMT— ?;i>408b£» £gx'j 
7ID|&$r3fIl|!c408c<!:^^LTU^o 

[0031 SSIDftJ!rt^|JgE408afC[i % C<Dfifl^3fc40#MLTl^JiB*SLAN1 £f$Si]«S 

SID. fe^.^l*C(DiijIiM^40^LT^^^^LAN1 <D7;U-;/£SSSlJ^£SSIDj&<tel!ft£*lT 

o^o ckdssidi*. /^hmmv—\ix(Dmxmmizmcxmm i^oicfijy s-cbfts ssid 

*lft««408alZl««**l« Q 

[0032]f;fc, Sife©7KbXftljrt7 1 -^;U408b(*. fi«Sg*40J&<, /^HIfga>ISl::*«Sfi 
£LT&ffl«Stf!l^30<DfSIIE^S^ 

7KUX|§^7 1 -^;U408b[Z[i > M5lC^^tL^^d(C, ZO>a<gfiS*40^JSLTL^»HS|LAN1 
5#£JfeJ§3O0)MAC7h*U*3O1a, &&lMi&SfiLAN1 \Zt$l^XZ\(DMiB^^Otm 
i:^;U— ^ , |zJRLTL^#l£ifeli30(DMAC7hVX301aA<ft|A$*lTL^§o 
[0033]^0)Si6^7K^ftfft J f-^;U408b[±, $S||LAN1 CDiH«H#^jI#LW 

50*£*H&Lfc^-e*eg*>*frb^>*-^^ 

II^tt^y408[C^^^^) 0 S±fe^7KUX^x-^;U408bli, "9— tfXf IHz>£fr 
b^^l^N1^fiLrM®^llcd;y®^liiS^40lc^^>P-K^^ml^fcortJ;t^o 
[0034]H4lcMy , i£EBBXy7ID»jWlfiJ*408clZtt % fflffiffi*40jb<g|££BLTi^£#-9-- 
riXxy735£|$ElJt"£fcto<D£Sxy7ID<hLTS^ 

M4SS*403b<«HS|LAN1 (Dfra^-exX'J736^|CL^^^B;^(7)]S^ c f^limiZLN 

**^l*,Sfflxy7iD»J!rt«|«408c[z|HnT?fc^^t$^x-~^A<ftlA**L*o 

[0035]CPU409[*,ISl5S®405lcft!rt$tLTL^M^P^A^IIfT-f5^t[Cd:y,/U41 
o£:fi*LT& Jft£*i-a^gfi#ffi£flJflii"f £>o Z0CPU4O9I*. *HJS^illc!t#Wd:^iI(!:Lr, 
^MiHf £15401 lCfclNTSfllLfcS*feS30<Z)e-3^bSSIDtMAC7KUX301 a^||#L, 

H^LfcSSID^ SSID^MJi408alZfS$r]^rU^SSID<i:^BS^Lr, 
><7)$&^&3*tl!jJii30#^ 
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[0036RLT, CPU409I*, SWLfclf— 3>fl!)tt3l5ctft-6**J3303b<ett*40i:Hi:**L 
AN1 3b&Wtft£<fJ\,—-JlzmLT^%>tm%\Uzt&'£lZ % e-=i>^b^LfcMAC7K 
UX301 art*, Sii!l^TKUX^$rt7 L -^;U408blC^$tLrLN^^-rtl^(DMAC7KUX301 a 
£-Sfe"t&frEfr£¥lJ53lJ"f ^LT, CPU409(±, e~:a>frE>tt^Lf=MAC7hVX301ajb<S 
*SThVXft<rtx-^;U408brtO)l^n^(DMACTKlxX301at-ifcL/=ti|3J9JLfcii^[c % 
afgLfce-3>a>tt3l5c^«j:§*i!feS30$«l«LAN1 (D!EM5fc£iM30r&5i:BSEU Z0)£ 

[0037] [a-2. nmrmomftmz^mMBmoMmz^xmwt&o 

<1 . S±t!l^TKUX^7 l -^;K7)^^>P-K>il^LAN1 IfXlciPAL 
r^^ZL-+f(i^rs^Iiffi^40(zS^li7KUX^x-^;U408b^0>P-KLTfc<^ 

gjb<fc£o C0fcto, x-+f i*. ii^iffi*40c7)^^i'r>^7x-X404lcM>r- 
£ff HU -»^*iUSHB^-r^-^h^if^LT. aillLAN1(Diifi»*#A<iI«LT^5 

[0038]+>--extII^>^l*^-1f[c^W-eX(D-S(!:LrSJiil^7KUX^x-^U 

OSb^iMSg^O^&irt-So S{14S*40(i, ^«afl-r>^7i-X404*^LT**S7KU 
^ftjjrt^-^;U408b$a^€>^^©S*®7hVXftttx-^U408b$^»3il14^ : E , J408 

[0039]fcfc\ |fi^Lfccfe3l3, S±feliTKbX^x-^;U408b(7)^ r 7>P-Kli, «HiLAN1* 

m&LxmnmmizMfitet)ftzr*mv&^T&&<. £b[ci*^>p-K^i*&c u— ex* 

JIHz>*frbfi^*40^Effi£;ha^fl8^fcoT* «fctx„ <IU ivf *i<DJ§£*k **fe^7hVX 

te^x-?>408b^&I|&^ 

SJ=(i,-r-^<Dlii#ft^*ABBE«C^fT'B:t>*i*o 

[0040] <2. e— 3>ttiilftlS>*ifeS30[i, g^30<7)SSIDfc£l/MAC7KbX301a£^ 
f£e-Zl>^-^SffiSlCtt^LTL^Soe-Zl>^tt^*fctolcSJfe^30*<ft^j:3«&31l3•^l^ 
■tiftfE-r-ixt, *1\ Sift^30(DCPU307l*, SSIDtt<ft1i«305alz1SSA$tL-CL^SSIDt, * 
HiHI'r>$7x-X301 fl|ZfE1f £ftTl^MAC7KUX301 a<!:£Ifc#ttiLTfc*lliMffi306 

[0041 ]^|S|ji(g«J306[*, &&&hT#fcSSIDfcJ;tf MAC7KVX301 a£^f£M;ijtSG30 
6<DrtSPICfflt^*EI^^*lllSLfcRAM[ZftJ!rt'r§ 0 «£iHf £153061*. RAMlZftlWLfcS 

SIDfc£tfMAC7KUX301 a£^f£e— uXD^^— *£±J*U ^#5£#>b*lfcIISJll::i8"f 

&ts g^3o<DS*^-exxu735rtice-=i>$ifc3if So 

[0042] <3. Stfe^^^^II>^IC > fflftaill*40(Cj3lNTCPU409lC«fey||fT$*lSSiftS* 
f*.^Tfflya^35:i:lc^y-^Ji«8i|[zcPU409lc«J;y||fT*^o 

[0043]|^BIlC^$*L§«fca(-, CPU409I*, S^30^gLTl^e-P>£gjl^#£ 
&£^-V*;U£, &HiHtS[5401 lCX**>£l*£UT-y?S1 01 ) o CPU409li, xJp-v 

>£i±fcfgiiics^Tgmwfg£:e^ 

Tb^i^ii ux^si 02 : no) , mimm^otmnizi^tm^L^m^jTiD^mmmo 

[0044]££,CPU409[*.£ffiW&fce-3:/A^ 

y^S102:YesK £?\ 1 agJa±©#e-=l>£fciaiMW401 [Cgfg£l*&„ *BJfffl» 
■c?l±. ^JEj:SSJfe^30^^^*i^n*jil^ce-3>$SS©^«i:Se~=i>tS«-rSo 1" 

mmm^-^tmmm^m^tit. m*.\t. mlani \zt$^zmmtz>&i&m3o 

H±(DS*1t-exxiJ735©-ftJ^fi«Lrfcy^<Z)»*^-exxy7350fiaLfcil!l«rt 
lcMaffi3fc40j&<ftgLTl^J§£-*\ «t*SLAN1 0*ife^3O<Z)a*-tl— exx>j735ts itilCD^ 

^i^N(DS^<DS*^-exxy7<h^sitLrfcysC(D»^-exx'j70S^LfrWi^ 

lciI<gSS*40j&av5J§£fc£T?fcSo 

[0045]#l^\ CPU409I*. «§iHlSfl401 |Cfc^T«»«gO>e-=l>£g£Lfcfr£fr£¥lJ 
BJUXxstfSI 04) s e-P>^1 ««L36^ftfllLrL^L^»^(i, Xt^SI 08Iz^t« o * 
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fc, CPU409I*. e-3>^«»fliaS«LfctJpJ»JLfc»^[*, «3B0)*^#tf-il> 

<D3tt^jiic#e-=i>a)jna#it^a (x^^si oe) „ 

[0046]ca)&, CPU409(i. £f\ llIfttt(7£ftf::#l£-=i><7)3*K ■Httfl&fctfl^tf-a:/* 1" 

l^S*feJ§30<Z)SSIDfc MAC7KUX301 a&'&&ZttfV$Z)o gflLfctf— fl 
[0047]Z(Df£, CPU409(i, £1\ If— 3>£tt#LTfcf::SSIDjb<s SSIDfttt«Ua408alCftjrt 

^r^^ssiD<i:-ife-r^7!)^^¥ij3ij-r^(XT-^sio9) 0 e-3>$a#LT#f= 

SSID^SSID^^fl^OSalZ^^tLTl^^SSID^-SfeL^l^^, CPU409[£, Z<0\1 — zi> 
(Dteii7cT?fc^S±t!j^30^\ Sfiffi*40©RLTl^&*|UW1<D£ttJ§30^[*&l\ fc^LMi 

[0048]ZCr\ Xx^S1 07[ZMofcfi, CPU409li, JI|^#[f^fc#e-=l>(D5*)s tfrnis 
SID0^^^^oyct*-=l>a)^[ZjI<4^Il^t*-3>^jltRL. ±fEXx^S1 08, S1 09IZ 
S&fcfc4BS£S«*T«o ft<fcofcJf£, CPU409I*. afttf $ 

40^^(ZlN-5ct*iJ^L, ±ISXx^S1 03[C^TLT^^X'J7ID^^Mm408c[C^^-efc^) 

[0049]-^, CPU409(i, ±|S^T-^S1 09IZfcl\r. tf— □>$d#LT^fcSSID^, SSID 
te^ili$408a|zte?ii|te^ 

S^30^\ Sffiffi*40<D«LTl^fcl|LAN1 <DSJfeJl3(n?&£. fc&lMiillf ii*40<^ 
-^;i/-^lcMLr^-6**S30-Cfc*t*iJSL, Eilil^iSliE^II^T-r^CXx^Sl 10) 0 
[0050]<4. Stte^EIiE^iI>^lc, S^j^MiKMe^J^^u-^^LTiillJffi^ 

40(DCPU409lz£U||*T£ft&S^iiSlW 

cfedlc, $.t. CPU409I*. Sife^*S«lSa>Xx^S108lCteL^Te-il>35Nfea#Lf=**S 
30(DMAC7KbX301a^l5i#^-§(XT-^S201)o 

[0051 CPU409I*. l3lt#LfrMAC7KL/X301a, ^"ft^lf— =l>^^LT#fcMAC 

7KbX301a^S±fe^7KbX^7 l -^;U408b<!:^«(X J f^S202)o *LX % CPU409 
it, e-=l>^m#LT#fcMAC7KUX301 a#£ifeJ§7hVXl&«flx-?;U408brt<D^^fr 
(DMAC7HV7 > 301a«t-^-r^^ : S^^lJSlJ«(Xx^S203)o 

[0052] j e<D3£^, CPU409I*. e-=l>^^Lr#^MAC7KUX301a^S±1lj^7KUX^ 
x-^U408bfl(Dl^>UDMAC7KbX301a<t^ 

30#\ mi*, SiftO) &*IS3#[c«feyiS[a$tLfc^<Z)*il6®T?&'5i:*iJ^L, ±^LfcS±i!j^^^ 
^.iKDXx^SI OUzMZo f Lt> CPU409I*. fj|HSSID(7)fiS^$^d:o/ce-=l>(D^[C|I 
ftj&<fil*lf-=i:/£SJRU X7^S108«(DM£H*T-r&o 

[oo53]-r^*>> ffl{iss*40[*, ft(D*t6^o)ia<[ci^Ji^-e&or : fc. fl&a>SJfeJ5£0iM 

£[IHffiU giS*40^MLTL^MLAN1(7)iE^^*±l!j^30 % &5lM*Sfi&*40ti^|-^;U- 
^lcjlLT^^)iE^^S±ffe^i30^-r(D-efe^o ±SBX7 t ^S203lcfcLNTft©SJft^$ 

^aLfcii^, Maas*4oi*, ttosife^^aiLfc^^i-^aifiiLfcy . &&iM£&i§i_A 

[0054]-?J, CPU409I*. ±fBX-r^S203[CfctNT, tf — =l>£1I-^-LTf#fcMAC7KbX30 
la^S^ThVXftjjiftx— ^;U408brt<Dl^^O)MAC7hVX301at-aLfct*J»JLfc 
Z(D£-=]>(Djft&7ET?fc£SifeJii30£, g4S*40^JRLTl^«tJS|LAN1<DiE^^* 
ife^30,a&^L^[±Sffl*40tl^-^^— ^(C«LTl^iEafe**^30T?&*tBSEL(XT^ 
S204) , CO)SJfe^30<!:<Dji^i^ RTf* (X-T'^S205) 0 ^LT . CPU409(i. Z0*tfe^3O 
(DMAC7KVX301 a^BSx>J7IDfttf|f|«408c(zftjrtLfc^(Xx^S206), Stfe^ffiSEfil 

[0055]ft&\ £ gX'J7ID^MJHc408c(C^^^n^MAC7KUX301 al*. ffifgSS*40jb<ffi 

©s*^-exx«j735i^siLfcJi^,±^Lfeai6^*s^s(M6#ifa)te«kt;*ife^ffiSE 
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[0056]^LT. ®jI^40(7)CPU409[i, Mz.lt* »ttA*(-<fcy i-lf j&</^h»fia>S&fT 
£ffi^Lfcii£fc^ SifeJ§30£*IKLT, mf;JM§LAN1 fl(Dte<Dffl{M*40-W:/*-*y 

*tlTL^MAC7hVX301 alz£y^£;ft&gto^30^7?-tzXU i5&£i6J§30£tf l/C/< 
$-yhjHB£fr3o '* J rv\~mm&Mi&L&otLt=.mz % « Hx , J7lDftHrt«|«408c[cia^'C 
fc-S^^^fx-^^ftlWl^tiT^-S*^, CPU409I*. Mffi*40jb<H*Na^fc!|£iJ3£U S 

[0057]J2l±BiWLfccfc9[c*3lffi^«|lc«fctL[i. jM4S*40li s gjIL7ttf-p>lz-££;h-T^ 

3S*f!iJi30(DSSIDfccJ;t£MAC7Rb7.301 a£H^U If— P>£^-§-LTf#fcSSIDfrSSID*§ 
JMfl#408a[Cf&|fl£;tlTl^SSID£-&U frO. £— □>£tt-^LT&fcMAC7'hVX301aj&< 
£iftJ§7hVXf&JMx— :?;U408bfl<Dlvf;^ 

surety , &^m30<Dmmmo o ama^oii. g **4oj&<*»©**-y-- tfxx 

U735(Dfi^Lr^^TOl^lz^^ii#li,#S^^30frb^ILfce-=i>(Dl^^I?^^ 
;IiJSL^^ffi^^jI5l[^(D5i^JIIIzSite^30CDiIII$^cC9o 

[0058]^(D«i:a[-SSIDi:MACThVX301a^fflL^fc**^30a)SliItl1i6*ffifl|4»*40lzK(t 
[0059] [B. m$M] *f6W©*J6^«H-Ol^TBiWLfc3&<, *S6Eli*<D±£fcftl&frb 

[0060]<^ffi» >±^LfcHJIM-r[±, £ifc^30tf-£JS8Sfce-zi>£te£L-a^J§ 
^[COONTl^BJUco LfrLftfrb, Sife^30fc«i:i;afi4as*40[i, l8(7)v-^>X^-hlC* 

[0061 ][5]gl[c^tL^^lc, 3nf\ ®fi^s*40lzfciNT/^hii^*^i:Si:. iHtiS* 

40fi, l=|iii^40<«*ID£lW£^ 

1) 0 Z(D?n-?/i'ryh$:%imUz£i&moit, gJ53O<0SSID*S<J:tfMAC7KL/X3O1a££A, 
^□-^^X7K>^*^»flfl»3063b^&afl**40^«^*(Xx^S302),afl**4 

Oli, S^30frb^P-?VX7K>x£g<rf £-:3>cDttt?y(::?P-?VX7K>x£ffl^ 

rS^^^^II(lll6#Bej(DX^^S104ia[Ii(D5fl ! JI^T-r^o 

[0062]f:fc, *J6S30fc«fct;ffi(gaS}*40[i, !9<7)v->r>X^-hlC^$tl^¥JI[3fcT 
fife^fr^tO'e&oTt.fel^o -0>i§^ gtfeJ^30<7)SSIDfc£tf MAC7FVX301 aft, Xf7 
^S403lcr*%S30^b3Hi$tLfc^ , P-^ r UX7K>XlZ^**l-Cfcy, afiliS*40[*, Ztf)? 

□-^ux7K>x$fflL^ra£Jfe^*^toa(a6#I{8)G)xx^s104J2^|!^a)^^ls^^T■r«o 

[OO63]m±i5£0JLfccfcaiC, £lfeJ§30<DSSID*JJ:tfMAC7hVX301 al*. ^P-^VX/"K>X 

[Zfcl^T. tf— □>lzSife^30<Z)SSID3&^**l, ^P-^UX/-K>X|zSi|ij^30(DMAC7KUX 

301 ajb<^Sft$<fc9fcfl2flg-e&oTti<fcl^, 

[0064K£fl^2>±aLfc£«5fl^^^ 

S^-exxU736$S*^-exx>J735^«/jNm<4i:LTttl»a)ilb«xy7[c|Z^L,SS# 
JfeJ|)cxy7Sl3#S^30lz^LrM^SSID^iljy^T^ii^d:^frfe^o ailiM* 
40[::iElS&h,5SifeJa7hVXt&Sft^ 

7l^0<^0#*itiJ^3O(DMAC7KbX3O1 afr^^ftTl^Mi^LTtJa^ ^<D«k3l-1" *l 

[OO65]0flx.li, SMSS*40jb<lil£xU7ia^i§£[3\ g|Sx'J7rt<D^O)#*ife^30©MAC 
7KUX301afr^^T^^g^7KUX^^x-^>»U408bfr^S^f4^y408|z4li)3$ 
tlTfcys ffifgS**40j&<|§IBxy7ia^J§£rau HffiX'J7l^(D^(Z)#*iill^30(7)MAC7Kb 
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[0066]<£flSflj3>±&Lf;:!!Jfi^l8^[i^ 

;U408b^flX#-r-5Ji^[^^rBiWLfco LfrLfcrfteu SJfeJg7KbXft«flx--:?;U408bli, $J 

^p^t°-(^ii^)f 1 vx^(mT, FD<tB§f$«)^«i:(7)iBii^[Ccfcy/^h®ji-y-- 

IfXOfln A#C:IEflT£*U MiI4ffi^40<D^S^t^ : E I J408[Z^^tl^)^ll'efcort «fcl*o - 

0fl*[£* MlOIC^^tl^cfedlC, JMSS*41 |Z[±FDK^^421 ^l£l+b*U iSRFDK? 
^421IZg££ftfcFD50jb^tt^ai£jh.t=*tt^ 
408|C^$tL^) 0 

[0067]^fc\S^30(DMACTKbX301a[*if6/^h'efcy,FD50(7)lElt^M^1. 4M/W 
ht-TSi:, 1ttO)FD50[C«i:oT, fccfc*23^Jg#<&**JS30<DMAC7KUX301a£iI<gail&*4 
0lC»ft«C£:3&*C**. ftfc\ *%S7hVX*ttT-^l/408b*E*«fc«)a)IB»«fttt, 
FDlZfi|^^§t<Z)-e[±&<, 0>J*.li, CD-ROM-^DVD, ^'J^-K&if <DffSa>SEftBlttT?& 

[OO68]<»0ij4>±HB^M^-e(i, *t&®30<DBHEa>ISlC, It6/ WKl3^^*±fe^i30(D 
MACTKUX301 a££fflf&J§£l::oi*TBiELfco L^Lfcjb<£u miz^htz^lz s £16 J5 
30(DMAC7RbX301 ali, ±^3/^h(D^>^D^Tii3/WK(7;S^q n pID«!:IZ c fcl'Jtifi)c$tir^ 
ho Z\ZV. #Sife^30(DMAC7KbX301 aCD^yiDIi, SWlli30^S±t!l^30(DWIi®il-r 
>£?x-X301 , fo£lMi^i§JIjt>f>$C7x-7 > 301 lZffl^a**l-Cl^Ethernea>hP-% 

[0069]Lfc^oT, £iftJi30<DMAC7KbX301 a<7)5*). ^>^IDIZ=fl^-r^±^3/Uh(D<^ 
^fflLT*ife^30<DEII*fT^5«fc9l-L"Ct.«kl^ ^IZlts **fe©30<DMAC7hVX301 a(D 
9*.. ^>yiDlzffi^-r*±^3/Uht, Ma a plD[cffi^-ri»T^3/WK0-gP(!:^fflLrgillJ^ 
30©^ijE^fT&3«fe9l-LTtiJ:L^o C0J;aiCMAC7HVX3O1 a<B-aB<D#.£t6fflLT£JfeJi30 
(DEIjE^^aJ:9lc-r^li\ £ifeJ§7KbXftfflx-?;U408ba>T-$M-Ps £*6®30fre>tt 

[0071 ]C<7)i§£, 0IJa.tf, Mlll^^ft&cfc?!^ iHI4S*42ICiSltb^r^'g>^l-KXP7K2 
2[c(i, g*J§30£<Dra Wfcfr*l£fc*iSffl£ Sfc. 
^1*1*42 [CliFDK^^I ^iSltbtU MSgFDhT'T ?421 [C^£;h,/cFD50frb, £*&J5 

fc£^Jl(m#!i)^*<W^i'-5 1 >r&*£ii&^^ 

fc®itfi|$^P^i^!^i±i£;h,T, ^»*tt^'J408l=^>Zh-;i/£*i<6o MltfiJftfl? 
yM4»*42lcffi^+iS^!l'e&oTt,«J;l^o 

[oo72]$bizii, ^/U;u=i>ezL-^^PDA^top/TWLr^^iPA#M#ic^Lr, Mlan 

[0073]|5HHIZ^^^,d:9l3^^LAN^-K61 1* % &|§iHf SP601 ^Fff #I14p< ; E i J602<!:, C 
PU603, RAM604£, AtH^^^x— X605<t£;ff LTfcy > Zftb0>#Sl5l*AA6O6[z£y|g 
^tlTl^o ^If§1±^ l J602[* > fflfcfflfltfP^Aet^a^ SSIDft«ftfi«602bi:, 
SJftS7h*bXftl!rt7 t -^;U408bd:$frr*o 

[oo74]*^iijf gp6oi [*, mmsotnmvfifrfo&mmmm&mmtZo T-mm^^jeo 

2lZgB1fi$*lT^*ffi{g1filJ^P^7A602aI*,±aLfcaJftS*Sffi3i(g|6#RH)^aBi6SS 
IiE^II(M7#fisj(D^j^^|lI^IB^^7i^P^A-efe^o SSID»IMfiJ*602bl::l±, c 
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<7)&Sf|U\N*-K61<h<Z)®<I^^ 

3bWpr**Lfc^;u-^»9J-r-6ssiD36«Elt**irL^o 

[0075]£bC:, Sife^TKUX^x-^;U408blCli s Z<D&||LAN*-K61 tOaWsb^RT* 
tL/=SS||LAN1$fltjS^#Sife®30a)MACTKlxX301a» fc&lM*ftMiLAN1 \Z&[,\XZ<Dm 
$^LAN^)-K61 <i:|5l-^;i,-^[cMLr^^#Sife^30(7)MAC7KbX301 a7W£^£*lW&o 
CPU603I*, ®jItlJiP^P^A602a[Z^oT*ife^<7)li|iElC^-r-g,^iI^||tTL, fSHEfSH, 
«t5^**S30<!:<Dji{gOW5*Aai*-r>^i-X605^LTMa»*42^stB*-r^o 

[0076]<^Wj6>±^Lfc3IM^II-ei*. aiiiM*4o«!:Lr. »MiI^f^W-r^/W;u 

I*, $J*.l£, SI^SiStl^PHS (Personal Handyphone System :fgjS|)^, ifiSEJltMiHf 
8Mg£LTHomeRF(Home Radio Frequency) -^Bluetooth (^li^D^^WLT^^^wMl^ 

Mk *-e^-i/a>»«&if^fcoT*j:L^ fc*a««ii6£*«M3!a>/t , -7* 

*$li,$J*.l£, PDC(Personal Digital Ce\\u\ar)ffl J t>PHSffli3i£T*1b'oXb&l\ 
[0077] 

■0RH 



[04] Kllffi»ffilcff*aM*a)/\-K^i7'fll^«iJ*«^P^HTffc*o 

[Me] mmmi\miz%^mmimmz^x. cpuizMmn^^mmm^mmmoyn-^- 
hZMTjktzmxfoZo 

[Mi] \5\mmmm\zmz>mimmizt$^x. mK*ztitz&mm&%mmo)-y--?ju-? s stLx 

cpuiz&mft£fo%g-tmmimm<D7n-^-\*zm*tzmxfo& 0 

[Ms] *#pj<d^0iji \zm, ffl{iJffi*fc«fci;*Jfe^a)«i^^*f**>-^>x i f -v-h-efc 

[09] ^£WJ1 (cffiy , ®jlim^fc^^S^<7)K^^J^^^(7)^(Dv->!r>X^-hT? 

[0io] ^mm<Dmm\3\z\^m%^(Df\-^T.Tmmm^t^u^mx^ 0 

[ 011 ] **MO*»«5lzff*afll«l*(D/\-K'!7i7*rt*«!l*«^P^ia-Cfc*o 
[ 012 ] *»W©*^J5(Z^§^||L^N*-K(D/\-K^i7«J**ffil*-r*^P^H-T?&*o 

1 3£i£LAN, 10 f— h^x^-tr— 20 =l>hP— ;U"9— H, 30a, 30b WfeM, 

35a, 35b — tfXX'JT, 36 fit5R-9— - tfXX'JT, 40, 41, 42 iHf Sffi5fc s 5 

0 FD, 60, 61 UHLAN*— h\ 301 WHafB'f >£?x-X, 301 a M ACT Kb 

X, 302 E1SSP* 303 ROM, 304 RAM. 305 ^F-Jf fgft^'J, 305a SSID 

teSft*l#» 306 ftftaUffi. 307 CPU, 308 /U, 401 MJIjf 402 

*ftA*»s 403 $hsi^p, 404 *mafi-r>*:7x-x, 405 eisw, 406 

ROM, 407 RAM, 408 ^Jlfglt^lL 408a SSIDftMfiggL 408b SJfeJgT' 

hVXftlft-T— ^;U, 408c ^SXiJTID^MHIc, 409 CPU, 41 0 AX, 421 F 

DF?-r?\ 422 a-KXP^k 601 iljt£[5, 602 ^Fflfgtt^U, 602a il 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the security art of a wireless communication 

terminal. 

[0002] 

[Description of the Prior Art]In recent years, the wireless LAN which has two or more base stations 
(called an access point) which perform radio between communication terminals, such as a mobile 
computer, PDA, etc. which have a wireless communication function, and this communication terminal 
is put [ various ] in practical use. In such wireless LAN, the communication terminal can pass the 
base station which covers the wireless area in which a self-terminal carries out a ** area, and can 
perform access to communication with other communication terminals in wireless LAN, the Internet 
connected to wireless LAN, etc. 
[0003] 

[Problem(s) to be Solved by the Invention]By the way, the miniaturization and low-pricing of base 
station equipment in wireless LAN are progressing to urgency with development of information and 
communication technology in recent years. While such a situation brings many profits to the spread 
of wireless LAN, the 3rd malicious person installs a fake base station, and it also has the point about 
which it should be apprehensive of making it comparatively easy to become and clear up to a just 
base station, for example. If a fake base station is installed by the 3rd malicious person, by the base 
station of this imitation. For example, there is a possibility that the advertisement information which 
a communication terminal does not receive properly speaking, the program in which the computer 
virus is contained, etc. may be distributed to a communication terminal, or the personal information 
memorized by the communication terminal may be stolen secretly etc. 

[0004]This invention is made in view of the situation explained above, and an object of this invention 

is to raise the security function of a wireless communication terminal. 

[0005] 
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CLAIMS 



[Claim(s)] 

[Claim 1]A wireless communication terminal comprising: 

Communications network identification information which identifies a wireless communication 
network with which the wireless communication terminal concerned belongs. 

A memory measure which memorizes base station identification information which identifies each of 
one or more base stations which constituted said wireless communication network, and where radio 
with the wireless communication terminal concerned was permitted. 

The 1st reception means that receives communications network identification information to which 
said base station belongs from a base station which covers wireless area in which the wireless 
communication terminal concerned carries out a ** area, and base station identification information 
of said base station. 

Communications network identification information received by said 1st reception means is in 
agreement with communications network identification information memorized by said memory 
measure, And a discriminating means from which base station identification information received by 
said 1 st reception means distinguishes whether it is in agreement with one which is memorized by 
said memory measure of base station identification information and a determination means to 
determine propriety of communication with said base station according to a discriminated result by 
said discriminating means. 

[Claim 2]Communications network identification information received by said 1st reception means is 
in agreement with communications network identification information memorized by said memory 
measure, And the wireless communication terminal according to claim 1 characterized by said 
determination means permitting communication with said base station when base station 
identification information received by said 1 st reception means is distinguished by said 
discriminating means as it was in agreement with one which is memorized by said memory measure 
of base station identification information. 

[Claim 3]When located in a place where wireless area of a base station of plurality [ wireless 
communication terminal / concerned ] overlaps, Have further a measuring means which measures 
electric wave receiving intensity of a radio signal received from each of two or more of said base 
stations, and said 1st reception means, From each of two or more of said base stations, receive and 
communications network identification information to which said base station belongs, and base 
station identification information of said base station said discriminating means, Based on a 
measurement result by said measuring means, electric wave receiving intensity sequentially from a 
base station which transmitted the most powerful radio signal, Communications network 
identification information received by said 1 st reception means is in agreement with communications 
network identification information memorized by said memory measure, And the wireless 
communication terminal according to claim 1, wherein base station identification information 
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received by said 1 st reception means distinguishes whether it is in agreement with one which is 
memorized by said memory measure of base station identification information. 
[Claim 4]When located in a place where wireless area of a base station of plurality [ wireless 
communication terminal / concerned ] overlaps, Have further a measuring means which measures 
electric wave receiving intensity of a radio signal received from each of two or more of said base 
stations, and said 1 st reception means, The wireless communication terminal according to claim 1 
receiving communications network identification information to which said base station belongs 
sequentially from a base station which transmitted a radio signal with the most powerful electric 
wave receiving intensity, and base station identification information of said base station based on a 
measurement result of said measuring means. 

[Claim 5]Communications network identification information which identifies a wireless 
communication network with which the wireless communication terminal concerned belongs, The 
2nd reception means that receives base station identification information of one or more base 
stations which constituted said wireless communication network, and where radio with the wireless 
communication terminal concerned was permitted by a wire communication, The wireless 
communication terminal according to claim 1 having further a storage control means which makes 
said memory measure memorize communications network identification information and one or more 
base station identification information which were received by said 2nd reception means. 
[Claim 6]Communications network identification information in which said 1st reception means 
discriminates a wireless communication network with which the wireless communication terminal 
concerned belongs from said base station, Constitute said wireless communication network and 
base station identification information of one or more base stations where radio with the wireless 
communication terminal concerned was permitted is received further, The wireless communication 
terminal according to claim 1 having further a storage control means which makes said memory 
measure memorize communications network identification information and one or more base station 
identification information which were received by said 1st reception means. 
[Claim 7]Communications network identification information which discriminates a wireless 
communication network with which the wireless communication terminal concerned belongs to the 
wireless communication terminal concerned from a recording medium which can be detached and 
attached freely, A reading means which reads base station identification information of one or more 
base stations which constituted said wireless communication network, and where radio with the 
wireless communication terminal concerned was permitted, The wireless communication terminal 
according to claim 1 having further a storage control means which makes said memory measure 
memorize communications network identification information and one or more base station 
identification information which were read by said reading means. 

[Claim 8]A communication service area of said wireless communication network is classified into 
two or more local area, and to said memory measure. Communications network identification 
information of said wireless communication network with which the wireless communication terminal 
concerned belongs, The wireless communication terminal according to claim 1 , wherein base station 
identification information of one or more base stations where radio with the wireless communication 
terminal concerned in said local area which constitutes said wireless communication network, and in 
which the wireless communication terminal concerned is carrying out the ** area was permitted is 
memorized. 

[Claim 9]The wireless communication terminal according to claim 1 when said communications 
network identification information is classified [ each base station which constitutes a wireless 
communication network ] into two or more groups, wherein it is information which identifies a group 
to whom wireless communication terminal concerned or said base station belongs. 
[Claim 10]The wireless communication terminal according to claim 1, wherein said base station 
identification information is a MAC Address of said base station. 

[Claim 11]The wireless communication terminal according to claim 1, wherein said base station 
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identification information is top 3 bytes of a MAC Address of said base station. 

[Claim 12]A wireless communication module which provides electronic equipment with a wireless 

communication function, comprising: 

Communications network identification information which identifies a wireless communication 
network with which radio with the wireless communication module concerned was permitted. 
A memory measure which memorizes base station identification information which identifies each of 
one or more base stations which constituted said wireless communication network, and where radio 
with the wireless communication module concerned was permitted. 

A reception means which receives communications network identification information to which said 
base station belongs from a base station which covers wireless area in which electronic equipment 
by which it was equipped with the wireless communication module concerned carries out a ** area, 
and base station identification information of said base station. 

A discriminating means from which base station identification information received by said reception 
means distinguishes whether it is in agreement with one which is memorized by said memory 
measure of base station identification information in accordance with communications network 
identification information communications network identification information received by said 
reception means is remembered to be by said memory measure. 

An output means which outputs communicative propriety which determined and determined 
propriety of communication with said base station according to a discriminated result by said 
discriminating means to said electronic equipment. 

[Claim 13]When located in a place where wireless area of a base station of plurality [ electronic 
equipment / said ] overlaps, Have further a measuring means which measures electric wave 
receiving intensity of a radio signal received from each of two or more of said base stations, and 
said reception means, From each of two or more of said base stations, receive and communications 
network identification information to which said base station belongs, and base station identification 
information of said base station said discriminating means, Based on a measurement result by said 
measuring means, electric wave receiving intensity sequentially from a base station which 
transmitted the most powerful radio signal, Communications network identification information 
received by said reception means is in agreement with communications network identification 
information memorized by said memory measure, And the wireless communication module according 
to claim 12, wherein base station identification information received by said reception means 
distinguishes whether it is in agreement with one which is memorized by said memory measure of 
base station identification information. 

[Claim 14]The wireless communication module according to claim 12 being able to detach and 
attach said wireless communication module freely to said electronic equipment. 
[Claim 15]A receiving step which makes said wireless communication terminal receive base station 
identification information which discriminates communications network identification information to 
which said base station belongs, and said base station from a base station which covers wireless 
area in which said wireless communication terminal carries out a ** area to a computer with which a 
wireless communication terminal is equipped, Communications network identification information 
received by said receiving step is in agreement with communications network identification 
information of a wireless communication network with which said wireless communication terminal 
belongs, . And base station identification information received by said receiving step is beforehand 
registered into said wireless communication terminal. A discriminating step which distinguishes 
whether it is in agreement with either of the base station identification information of one or more 
base stations which constituted said wireless communication network, and where radio with said 
wireless communication terminal was permitted, A program for performing a determination step 
which determines communicative propriety to said base station of said wireless communication 
terminal according to a discriminated result by said discriminating step. 
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[Claim 16]When located in a place where wireless area of a base station of plurality [ wireless 
communication terminal / said ] overlaps, Have further a measuring step which measures electric 
wave receiving intensity of a radio signal received from each of two or more of said base stations, 
and in said receiving step. From each of two or more of said base stations, make said wireless 
communication terminal receive and communications network identification information to which said 
base station belongs, and base station identification information of said base station in said 
discriminating step. Based on a measurement result by said measuring step, electric wave receiving 
intensity sequentially from a base station which transmitted the most powerful radio signal, 
Communications network identification information received by said receiving step is in agreement 
with communications network identification information of a wireless communication network with 
which said wireless communication terminal belongs, . And base station identification information 
received by said receiving step is beforehand registered into said wireless communication terminal. 
The program according to claim 15 distinguishing whether it is in agreement with either of the base 
station identification information of one or more base stations which constituted said wireless 
communication network, and where radio with said wireless communication terminal was permitted. 
[Claim 1 7]A recording medium which recorded the program according to claim 1 5 or 1 6 and in which 
computer reading is possible. 
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TECHNICAL FIELD 



[Field of the Invention]This invention relates to the security art of a wireless communication 
terminal. 
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PRIOR ART 



[Description of the Prior Art]In recent years, the wireless LAN which has two or more base stations 
(called an access point) which perform radio between communication terminals, such as a mobile 
computer, PDA, etc. which have a wireless communication function, and this communication terminal 
is put [ various ] in practical use. In such wireless LAN, the communication terminal can pass the 
base station which covers the wireless area in which a self-terminal carries out a ** area, and can 
perform access to communication with other communication terminals in wireless LAN, the Internet 
connected to wireless LAN, etc. 
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EFFECT OF THE INVENTION 



[Effect of the Invention]As explained above, in this invention, the authentication function of the base 
station was added to the wireless communication terminal. 

Therefore, the security function of a wireless communication terminal can be raised. 
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TECHNICAL PROBLEM 



[Problem(s) to be Solved by the Invention]By the way, the miniaturization and low-pricing of base 
station equipment in wireless LAN are progressing to urgency with development of information and 
communication technology in recent years. While such a situation brings many profits to the spread 
of wireless LAN, the 3rd malicious person installs a fake base station, and it also has the point about 
which it should be apprehensive of making it comparatively easy to become and clear up to a just 
base station, for example. If a fake base station is installed by the 3rd malicious person, by the base 
station of this imitation. For example, there is a possibility that the advertisement information which 
a communication terminal does not receive properly speaking, the program in which the computer 
virus is contained, etc. may be distributed to a communication terminal, or the personal information 
memorized by the communication terminal may be stolen secretly etc. 

[0004]This invention is made in view of the situation explained above, and an object of this invention 
is to raise the security function of a wireless communication terminal. 



[Translation done.] 
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MEANS 



[Means for Solving the Problem]A wireless communication terminal this invention is characterized 
by that comprises the following in order to solve an aforementioned problem. 
Communications network identification information which identifies a wireless communication 
network with which the wireless communication terminal concerned belongs. 

A memory measure which memorizes base station identification information which identifies each of 
one or more base stations which constituted said wireless communication network, and where radio 
with the wireless communication terminal concerned was permitted. 

The 1st reception means that receives communications network identification information to which 
said base station belongs from a base station which covers wireless area in which the wireless 
communication terminal concerned carries out a ** area, and base station identification information 
of said base station. 

Communications network identification information received by said 1st reception means is in 
agreement with communications network identification information memorized by said memory 
measure, And a discriminating means from which base station identification information received by 
said 1st reception means distinguishes whether it is in agreement with one which is memorized by 
said memory measure of base station identification information and a determination means to 
determine propriety of communication with said base station according to a discriminated result by 
said discriminating means. 

[0006]A wireless communication network whose this invention is characterized by that a wireless 
communication network comprises the following and which has a wireless communication terminal, 
said wireless communication terminal, and one or more base stations that perform radio. 
Communications network identification information of a wireless communication network with which 
each of said base station has a transmitting means which transmits base station identification 
information which identifies communications network identification information to which the base 
station concerned belongs, and the base station concerned, and, as for said wireless communication 
terminal, the wireless communication terminal concerned belongs. 

A memory measure which memorizes base station identification information of one or more base 
stations which constituted said wireless communication network, and where radio with the wireless 
communication terminal concerned was permitted. 

A reception means which receives communications network identification information and base 
station identification information of said base station which were transmitted by said transmitting 
means from a base station which covers wireless area in which the wireless communication terminal 
concerned carries out a ** area. 

Communications network identification information received by said reception means is in 
agreement with communications network identification information memorized by said memory 
measure, And a discriminating means from which base station identification information received by 



http://ww4.ipdl.inpit.go.jp/cgi-bin/tran_web_cgi_ejje?atW3=http%3A%2F%2Fwww4.ip... 5/12/2008 



JP,2003-274454,A [MEANS] 



Page 2 of 12 



said reception means distinguishes whether it is in agreement with one which is memorized by said 
memory measure of base station identification information and a determination means to determine 
propriety of communication with said base station according to a discriminated result by said 
discriminating means. 

[0007]A communication control method this invention is characterized by that comprises the 
following. 

A transmitting process in which a base station transmits base station identification information 
which identifies communications network identification information which identifies a wireless 
communication network with which the base station concerned belongs, and the base station 
concerned. 

A receiving process in which communications network identification information and base station 
identification information of said base station which were transmitted in said transmitting process 
from a base station where a wireless communication terminal covers wireless area in which the 
wireless communication terminal concerned carries out a ** area are received. 
Communications network identification information of said wireless communication terminal received 
in said receiving process corresponds with communications network identification information of a 
wireless communication network with which the wireless communication terminal concerned belongs, 
And a distinction process in which base station identification information received in said receiving 
process distinguishes whether it is in agreement with either of the base station identification 
information of one or more base stations which constituted said wireless communication network 
and where radio with the wireless communication terminal concerned was permitted beforehand 
registered into the wireless communication terminal concerned. 

A decision process as which said wireless communication terminal determines propriety of 
communication with said base station according to a discriminated result by said distinction process. 

[0008]According to this invention, a wireless communication terminal attests a base station using 
communications network identification information and base station identification information, and 
determines propriety of communication with a base station. 

[0009]A wireless communication module whose this invention is characterized by that a wireless 
communication module comprises the following and which provides electronic equipment with a 
wireless communication function. 

Communications network identification information which identifies a wireless communication 
network with which radio with the wireless communication module concerned was permitted. 
A memory measure which memorizes base station identification information which identifies each of 
one or more base stations which constituted said wireless communication network, and where radio 
with the wireless communication module concerned was permitted. 

A reception means which receives communications network identification information to which said 
base station belongs from a base station which covers wireless area in which electronic equipment 
by which it was equipped with the wireless communication module concerned carries out a ** area, 
and base station identification information of said base station. 

Communications network identification information received by said reception means is in 
agreement with communications network identification information memorized by said memory 
measure, And a discriminating means from which base station identification information received by 
said reception means distinguishes whether it is in agreement with one which is memorized by said 
memory measure of base station identification information, An output means which outputs 
communicative propriety which determined and determined propriety of communication with said 
base station according to a discriminated result by said discriminating means to said electronic 
equipment. 
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[0010] According to this invention, a wireless communication module attests a base station using 
communications network identification information and base station identification information, and 
notifies propriety of communication with a base station to electronic equipment. 
[001 1]A receiving step which makes said wireless communication terminal receive base station 
identification information which discriminates communications network identification information to 
which said base station belongs, and said base station from a base station which covers wireless 
area where said wireless communication terminal carries out the ** area of this invention to a 
computer with which a wireless communication terminal is equipped, Communications network 
identification information received by said receiving step is in agreement with communications 
network identification information of a wireless communication network with which said wireless 
communication terminal belongs, . And base station identification information received by said 
receiving step is beforehand registered into said wireless communication terminal. A discriminating 
step which distinguishes whether it is in agreement with either of the base station identification 
information of one or more base stations which constituted said wireless communication network, 
and where radio with said wireless communication terminal was permitted, A program for performing 
a determination step which determines communicative propriety to said base station of said wireless 
communication terminal according to a discriminated result by said discriminating step is provided. 
[0012]According to this invention, when a computer with which a wireless communication terminal is 
equipped executes a program, a wireless communication terminal attests a base station using 
communications network identification information and base station identification information, and 
determines propriety of communication with a base station. 
[0013] 

[Embodiment of the Invention]Hereafter, the embodiment of this invention is described with 
reference to drawings. The same numerals are given to the portion which is common in each figure. 
[0014][Composition of an A-1. embodiment] 

Composition of 1. wireless LAN> drawing 1 is a block diagram which illustrates the composition of 

the wireless LAN 1 concerning this invention. As shown in the figure, the wireless LAN 1 is provided 

with the following. 

Gateway server 1 0. 

Control server 20. 

Base stations 30a and 30b. 

Communication terminal 40. 

In order to prevent a drawing becoming complicated in drawing 1 , only the predetermined gateway 
server 10 which constitutes the wireless LAN 1, the predetermined base stations 30a and 30b, and 
the predetermined communication terminal 40 are shown. Hereafter, especially in this specification, 
unless distinction is needed, the base stations 30a and 30b are indicated to be the base stations 30, 
and the basic service areas 35a and 35b are indicated to be the basic service areas 35. 
[0015]The gateway server 10 has a function for carrying out interconnection of the wireless LAN 1 
and the Internet. Terminal ID of the communication terminal 40 and base station ID of the base 
station 30 which covers the basic service area 35 in which this communication terminal 40 is 
carrying out the ****** area are registered into the control server 20 each [ which has joined the 
packet communication service which the wireless LAN 1 provides ] communication terminal 40 of 
every. 

[0016]The base station 30 performs the communication terminal 40 and radio in the basic service 
area 35 which the local station 30 covers, and transmits and receives packet data. This base station 
30 is broadcasting periodically the beacon having included SSID (Service Set IDentification) and the 
MAC (Media AccessControl) address which are mentioned later in the basic service area 35 of the 
local station 30. 

[0017]The extended service area 36 shown in drawing 1 is area which summarized the basic service 
area 35 of each base station 30 which constitutes the wireless LAN 1 , and the communication 
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terminal 40 shows the whole area which can enjoy the packet communication service by the 
wireless LAN 1. 

[0018]The communication terminal 40 is a moving machine which receives the packet 
communication service which the wireless LAN 1 provides, for example, is a mobile computer, PDA, 
etc. which have a wireless communication function. This communication terminal 40 performs the 
base station 30 and radio which cover the basic service area 35 in which the self-terminal 40 
carries out a ** area, and has the various communication apparatus connected to other 
communication terminals 40 and Internet in the wireless LAN 1 via the base station 30 concerned, 
and the function to perform packet communication. This communication terminal 40 has a base 
station authentication function which attests the base station 30 used as repeating installation in 
the case of packet communication. 

[0019]<Composition of 2. base station> drawing 2 is a block diagram which illustrates the hardware 

constitutions of the base station 30 shown in drawing 1 . As shown in the figure, the base station 30 

has the wire communication interface 301, the storage parts store 302, the Radio Communications 

Department 306, and CPU307, and these each part is connected by bus 308. The storage parts 

store 302 is provided with the following. 

ROM303. 

RAM304. 

Nonvolatile memory 305. 

[0020]The wire communication interface 301 controls the wire communication which the base 
station 30 performs between the gateway server 10, the control server 20, or other base stations 
30. . This wire communication interface 301 was based on IEEE(Institute of Electrical and Electronic 
Engineers) 802.3. The communication what is called in Ethernet (registered trademark) is controlled, 
and MAC Address 301a is written in ROM which omitted the graphic display provided in the wire 
communication interface 301. 

[0021 ] Here, with reference to drawing 3 , the data configuration of MAC Address 301a is explained. 
In the figure, MAC Address 301a was made into the hexadecimal notation, and it has divided with 
the colon for every byte. MAC Address 301a has the data length of 6 bytes, top 3 bytes is vendor 
ID which IEEE assigned for every vendor, and 3 bytes of low rank is product ID which the vendor 
assigned for every one product. According to this embodiment, this MAC Address 301a is used as 
base station identification information which identifies the base station 30. 

[0022]It returns to drawing 2 and the program etc. which manage the basic control of base station 
30 each part are stored in ROM303. RAM304 is used as a work area of CPU307 and the program 
and various kinds of data which are performed by CPU307 are stored temporarily. CPU307 controls 
each part of a device connected via the bus 308 by executing the various programs stored in the 
storage parts store 302. 

[0023]A program, data, etc. for base station 30 are stored in the nonvolatile memory 305. The SSID 
storing region 305a is established in this nonvolatile memory 305. When each base station 30 which 
constitutes SSID which identifies the wireless LAN to which this base station 30 belongs, or the 
wireless LAN 1 is classified into two or more groups, SSID which identifies the group to whom this 
base station 30 belongs is stored in this SSID storing region 305a. This SSID is set up by the 
administrator of the wireless LAN 1 at the time of installation of the base station 30, etc., and is 
stored in the SSID storing region 305a. 

[0024]To the nonvolatile memory 305, in addition, terminal ID of each communication terminal 40 
which has joined the packet communication service by the wireless LAN 1, for example, Or the 
subscription terminal list in which terminal ID of each communication terminal 40 belonging to the 
same group as the base station 30 of a wireless LAN 1 smell lever is registered is stored. This 
subscription terminal list is used in order that the base station 30 may attest the communication 
terminal 40 which has accessed the base station 30 concerned. 
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[0025]The Radio Communications Department 306 controls the radio performed between the 
communication terminals 40. SSID by which this Radio Communications Department 306 is stored in 
the SSID storing region 305a under control of CPU307, The beacon having contained MAC Address 
301a memorized in the wire communication interface 301 is generated, and this beacon is 
periodically broadcast in the basic service area 35 of the local station 30. The Radio 
Communications Department 306 restores to the radio signal received from the communication 
terminal 40, and gets packet data etc. while it generates the sending signal which superimposed 
packet data and transmits to the communication terminal 40 in the basic service area 35. 
[0026]Although this embodiment explains the case where include in a beacon MAC Address 301a 
memorized in the wire communication interface 301, and it is broadcast, For example, MAC Address 
301a for Radio Communications Department 306 is beforehand stored in the memory which omitted 
the graphic display in the Radio Communications Department 306, It may be a gestalt which includes 
in a beacon MAC Address 301a memorized in the Radio Communications Department 306 instead of 
MAC Address 301a memorized in the above-mentioned wire communication interface 301, and 
broadcasts it. Although a beacon is periodically broadcast at about several times of a rate in 1 
second, for example, it may be broadcast to the timing from which it separated from the cycle which 
was not necessarily broadcast always by a same synchronization and was defined beforehand. 
[0027]<Composition of 3. communication terminal> d rawing 4 is a block diagram which illustrates the 
hardware constitutions of the communication terminal 40 shown in draw ing 1 . As shown in the figure, 
the communication terminal 40 has the Radio Communications Department 401, the operation input 
section 402, the liquid crystal display section 403, the wire communication interface 404, the 
storage parts store 405, and CPU409, and these each part is connected by bus 410. The storage 
parts store 405 is provided with the following. 
ROM406. 
RAM407. 

For example, nonvolatile memory 408, such as SRAM (Static-RAM), EEPROM (Electrically Erasable 
Programmable-ROM), a hard disk. 

[0028]The Radio Communications Department 401 controls the radio performed between the base 
stations 30. This Radio Communications Department 401 generates the sending signal which 
superimposed packet data etc. under control of CPU409, and transmits to the base station 30. The 
beacon with which the Radio Communications Department 401 was broadcast from the base station 
30, The radio signal transmitted to the self-terminal 40 from the base station 30 is received, and 
SSID of the base station 30 which restores to these and is included in the beacon, the packet data 
of MAC Address 301a or addressing to self-terminal 40, etc. are obtained. 
[0029]The operation input section 402 has a keyboard, a pointing device, etc. which input a 
character, operator guidance, etc., and outputs the instructions according to an operational input to 
CPU409. The liquid crystal display section 403 is provided with the following. 
Liquid crystal display panel. 

The drive circuit which performs display control of this liquid crystal display panel. 

The wire communication interface 404 controls the wire communication performed between this 

communication terminal 40 and the various communication apparatus connected to the Internet, for 

example. The program etc. which manage the basic control of communication terminal 40 each part 

are stored in ROM406. RAM407 is used as a work area of CPU409 and the program and various 

kinds of data which are performed by CPU409 are stored temporarily. 

[0030]Various kinds of programs, such as the operating system and application program for 

communication terminal 40, and terminal ID of the communication terminal 40, and data are stored in 

the nonvolatile memory 408, for example. This nonvolatile memory 408 is provided with the following. 

SSID storing region 408a. 

Base station address storing table 408b. 
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** area area ID storing region 408c. 

[0031]Here, SSID which identifies the wireless LAN 1 to which this communication terminal 40 
belongs, or SSID which identifies the group of the wireless LAN 1 to which this communication 
terminal 40 belongs is stored in the SSID storing region 408a. This SSID is assigned to the 
communication terminal 40 according to the participating contract of packet communication service, 
and is stored in the SSID storing region 408a. 

[0032]The base station address storing table 408b is a data table used in order that the 
communication terminal 40 may perform authenticating processing of the base station 30 used as 
repeating installation in the case of packet communication. In this base station address storing table 
408b. As shown in d r awing 5 , MAC Address 301a of each base station 30 which constitutes the 
wireless LAN 1 to which this communication terminal 40 belongs, or MAC Address 301a of each 
base station 30 belonging to the same group as the communication terminal 40 of a wireless LAN 1 
smell lever is stored. 

[0033]This base station address storing table 408b is downloaded to the communication terminal 40 
via the Internet from the service control center which omitted the graphic display which the 
communication enterprise of the wireless LAN 1 is managing, for example, and is stored in the 
nonvolatile memory 408. The base station address storing table 408b may be a gestalt downloaded 
from a service control center to the communication terminal 40 by radio via the wireless LAN 1 . 
[0034]It returns to drawing 4 and MAC Address 301a of the base station 30 is stored in the ** area 
area ID storing region 408c as ** area area ID for identifying the basic service area 35 in which the 
communication terminal 40 is carrying out the ****** area. When it is in the place which neither the 
case where the communication terminal 40 is outside the extended service area 36 of the wireless 
LAN 1 , nor an electric wave reaches, the data in which it is shown that it is the outside of the circle 
is stored in the ** area area ID storing region 408c. 

[0035]CPU409 controls each part of a device connected via the bus 410 by executing the various 
programs stored in the storage parts store 405. SSID which this CPU409 decoded SSID and MAC 
Address 301a from the beacon of the base station 30 received in the Radio Communications 
Department 401 as processing peculiar to this embodiment, and was decoded first, The base station 
30 which compares SSID stored in the SSID storing region 408a, and becomes the broadcast origin 
of the received beacon distinguishes whether it belongs to the same wireless LAN 1 as the self- 
terminal 40, or the same group. 

[0036]And CPU409 ranks second, when the base station 30 which becomes the broadcast origin of 
the received beacon belonged to the same wireless LAN 1 as the self-terminal 40, or the same 
group and it distinguishes, MAC Address 301a decoded from the beacon distinguishes whether it is 
in agreement with one which is stored in the base station address storing table 408b of MAC 
Addresses 301a. And when it distinguishes that MAC Address 301a of CPU409 decoded from the 
beacon corresponded with MAC Address 301a of either of the base station address storing tables 
408b, The base station 30 which becomes the broadcast origin of the received beacon is attested 
with it being the just base station 30 of the wireless LAN 1, and communication with this base 
station 30 is permitted. The above is the composition of the wireless LAN 1 concerning this 
embodiment. 

[0037][Operation of an A-2. embodiment] Next, operation of this embodiment is explained. 
The user who has joined the packet communication service by the <download of 1. base station 
address storing table> wireless LAN 1 needs to download the base station address storing table 
408b to the communication terminal 40 first. For this reason, a user connects a telecommunication 
cable to the wire communication interface 404 of the communication terminal 40, and accesses via 
a general public line network, the Internet, etc. to the service control center which the 
communication enterprise of the wireless LAN 1 is managing, for example. 

[0038]The service control center has managed the base station address storing table 408b as part 
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of service to a user, and transmits the base station address storing table 408b to the 
communication terminal 40 according to the download request from the communication terminal 40. 
The communication terminal 40 stores this base station address storing table 408b in the 
nonvolatile memory 408, if the base station address storing table 408b is received via the wire 
communication interface 404. 

[0039]As mentioned above, download of the base station address storing table 408b may be a 
gestalt performed by radio via the wireless LAN 1, and may be a gestalt further distributed to the 
communication terminal 40 not from download but from a service control center, in order 
[ however, ] to prevent revealing the base station address storing table 408b to the 3rd person by 
tapping etc. in any case — the time of download and distribution — a data encryption and the 
person himself/herself — attestation etc. are performed. 

[0040]<2. beacon broadcast processing> base station 30 is broadcasting the beacon having 
contained SSID and MAC Address 301a of the local station 30 for every constant period. In order to 
broadcast a beacon, when the processing which the base station 30 performs is explained, first 
CPU307 of the base station 30, SSID stored in the SSID storing region 305a and MAC Address 301a 
memorized in the wire communication interface 301 are read, and it transmits to the Radio 
Communications Department 306. 

[0041 ]The Radio Communications Department 306 stores in RAM which omitted the graphic display 
with which the inside of the Radio Communications Department 306 concerned is equipped in SSID 
and MAC Address 301a which have been transmitted. Subsequently, the Radio Communications 
Department 306 generates the signal data of the beacon having contained SSID and MAC Address 
301a which were stored in RAM, and if it reaches the cycle defined beforehand, it will broadcast a 
beacon in the basic service area 35 of the local station 30. 

[0042]<3. base station decision processing>, next the base station decision processing performed by 
CPU409 in the communication terminal 40 are explained. Drawing 6 is a flow chart which shows 
operation of base station decision processing. This base station decision processing is performed by 
CPU409 for every constant period by a timer interrupt etc. 

[0043]CPU409 makes the Radio Communications Department 401 scan first all the channels which 
can receive the beacon which the base station 30 is broadcasting, as shown in the figure (Step 
S101). Subsequently, CPU409 distinguishes the existence of a beacon which can receive based on 
the result made to scan (Step S102), When there is no receivable beacon, it judges with (Step 
S102:No) and the communication terminal 40 being outside the circle, and after storing in the ** 
area area ID storing region 408c the data in which it is shown that it is the outside of the circle 
(Step S103), base station decision processing is ended. 

[0044]the case where it distinguishes when CPU409 had at least one or more kinds of receivable 
beacons — (Step S102:Yes) — the Radio Communications Department 401 is made to receive one 
or more kinds of each beacon first In this specification, the beacon broadcast from the different 
base station 30, respectively is defined as the beacon with which kinds differ. With namely, the case 
where there are two or more kinds of receivable beacons. For example, a part of basic service area 
35 of base station 30 comrades which adjoin in the wireless LAN 1 overlaps, The basic service area 
35 of the case where the communication terminal 40 is located in the area where this basic service 
area 35 overlapped, and the base station 30 of the wireless LAN 1 , It is a case where the 
communication terminal 40 is in the area where the basic service area of the base station of other 
wireless LAN overlapped, and this basic service area overlapped etc. 

[0045]Subsequently, CPU409 shifts to Step S108, when it distinguishes whether two or more kinds 
of beacons were received in the Radio Communications Department 401 (Step S104) and only one 
kind has received the beacon. When it distinguishes having received two or more kinds of beacons, 
CPU409 ranks second, makes the Radio Communications Department 401 measure the electric 
wave receiving intensity of each beacon with which kinds differ (Step S105), and performs ranking of 
each beacon in order with strong electric wave receiving intensity based on measured value (Step 
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S106). 

[0046]Then, CPU409 chooses first the highest beacon of ranking, i.e., the most powerful beacon of 
electric wave receiving intensity, among each beacon by which ranking was carried out (Step S107), 
and makes this beacon decode to the Radio Communications Department 401 (Step S108). CPU409 
can obtain SSID and MAC Address 301a of the base station 30 which are contained in the beacon 
by this decoding processing. When there is only one kind of received beacon, naturally one kind of 
this beacon will be decoded. 

[0047]then, it is distinguished whether SSID of CPU409 which decoded and obtained measure and a 
beacon corresponds with SSID stored in the SSID storing region 408a (Step S109). As a result, 
when SSID which decoded and obtained the beacon is not in agreement with SSID stored in the 
SSID storing region 408a, CPU409, Or the base station 30 which is the broadcast origin of this 
beacon is not the base station 30 of the wireless LAN 1 where the communication terminal 40 
belongs, it judges with it not being the base station 30 belonging to the communication terminal 40 
and the same group, and it returns to the above-mentioned step S107. 

[0048]Here, after returning to Step S107, ranking chooses a high beacon as the next of the beacon 
which compared SSID last time among each beacon by which ranking was carried out, and CPU409 
performs again processing shown in the above-mentioned step S108 and S109. When a selectable 
beacon is lost, it judges with the communication terminal 40 being outside the circle as for CPU409, 
and after storing the data in which it shifts to the above-mentioned step S103, and it is shown in 
the ** area area ID storing region 408c that it is the outside of the circle, base station decision 
processing is ended. 

[0049]When it distinguishes that SSID of CPU409 which decoded and obtained the beacon in the 
above-mentioned step S109 corresponded with SSID stored in the SSID storing region 408a on the 
other hand, Or the base station 30 which is the broadcast origin of this beacon is the base station 
30 of the wireless LAN 1 where the communication terminal 40 belongs, it judges with it being the 
base station 30 belonging to the communication terminal 40 and the same group, and base station 
authenticating processing is performed (Step S110). 

[0050]<4. base station authenticating processing>, next the base station authenticating processing 
performed by CPU409 of the communication terminal 40 as a subroutine of base station decision 
processing (refer to drawing 6 ) are explained with reference to drawing 7 . As shown in the figure, 
CPU409 first acquires MAC Address 301a of the base station 30 decoded from the beacon in Step 
S 108 of base station decision processing (Step S201). 

[0051]Subsequently, CPU409 compares with the base station address storing table 408b acquired 
MAC Address 301a 301a, i.e., the MAC Address which decoded and obtained the beacon, (Step 
S202). And it is distinguished whether MAC Address 301a of CPU409 which decoded and obtained 
the beacon corresponds with MAC Address 301a of either of the base station address storing tables 
408b (Step S203). 

[0052]As a result, when it distinguishes that MAC Address 301a of CPU409 which decoded and 
obtained the beacon corresponded with neither of MAC Addresses 301a in the base station address 
storing table 408b, This base station 30 judges with it being a base station of the imitation installed 
by the 3rd malicious person, for example, and returns to Step S107 of the base station decision 
processing mentioned above. And ranking chooses a high beacon as the next of the beacon which 
compared SSID last time, and CPU409 performs processing after Step S108. 
[0053]That is, even if the communication terminal 40 is a case where it is near the fake base 
station, it avoids communication with a fake base station, and looks for the just base station 30 of 
the wireless LAN 1 to which the self-terminal 40 belongs, or the just base station 30 belonging to 
the self-terminal 40 and the same group. When a fake base station is detected in the above- 
mentioned step S203, it may be made for the communication terminal 40 to report that it reported 
having detected the fake base station to the user, or the fake base station was detected to the 
service control center which the communication enterprise of the wireless LAN 1 is managing. 
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[0054]When it distinguishes that MAC Address 301a of CPU409 which decoded and obtained the 
beacon in the above-mentioned step S203 corresponded with MAC Address 301a of either of the 
base station address storing tables 408b on the other hand, The base station 30 which is the 
broadcast origin of this beacon is attested with their being the just base station 30 of the wireless 
LAN 1 to which the self-terminal 40 belongs, or the just base station 30 belonging to the self- 
terminal 40 and the same group (Step S204), and communication with this base station 30 is 
permitted (Step S205). And CPU409 ends base station authenticating processing, after storing MAC 
Address 301a of this base station 30 in the ** area area ID storing region 408c (Step S206). 
[0055]MAC Address 301a stored in the ** area area ID storing region 408c, It is rewritten by MAC 
Address 301a of this base station 30, after performing the base station decision processing (refer to 
d r aw i n g 6 ) and base station authenticating processing (refer to drawing 7 ) which were mentioned 
above and finishing attestation of the base station 30 of a movement destination, when the 
communication terminal 40 moves to other basic service areas 35. 

[0056]And CPU409 of the communication terminal 40 relays the base station 30, for example, when 
a user points to execution of packet communication by an operational input, For example, when 
starting packet communication with the communication apparatus connected to other 
communication terminals 40 and Internet in the wireless LAN 1 , It accesses to the base station 30 
pinpointed by MAC Address 301a stored in the ** area area ID storing region 408c, and packet 
communication is performed via the base station 30 concerned. When it is going to start packet 
communication and the data in which it is shown that it is the outside of the circle is stored in the 
** area area ID storing region 408c, it judges with the communication terminal 40 being outside the 
circle as for CPU409, and the message of the purport that packet communication cannot be done 
for the outside of the circle is displayed on a liquid crystal display. 

[0057]As explained above, according to this embodiment, the communication terminal 40, SSID and 
MAC Address 301a of the base station 30 which are contained in the received beacon are decoded, 
SSID which decoded and obtained the beacon is in agreement with SSID stored in the SSID storing 
region 408a, And the base station 30 is attested by distinguishing whether MAC Address 301a which 
decoded and obtained the beacon is in agreement with MAC Address 301a of either of the base 
station address storing tables 408b. When the self-terminal 40 is in the area where two or more 
basic service areas 35 overlap, the communication terminal 40 measures the electric wave receiving 
intensity of the beacon received from each base station 30, and attests the base station 30 in order 
with the strong electric wave receiving intensity concerned. 

[0058]Thus, the security function of the communication terminal 40 can be raised by providing the 
authentication function of the base station 30 using SSID and MAC Address 301a in the 
communication terminal 40. 

[0059][ — B. — modification] — although the embodiment of this invention was described above, 
this invention can be carried out with other various gestalten, without deviating from the main 
feature The embodiment mentioned above is only what illustrated one mode of this invention, and 
the range of this invention is as being shown in a claim, and all of the modification and change 
belonging to the equivalent range of a claim are the things of this invention within the limits. As a 
modification, the following can be considered, for example. 

[0060]<Modification 1> The embodiment mentioned above explained the case where the base 
station 30 was broadcasting the beacon for every constant period. However, the base station 30 and 
the communication terminal 40 may communicate according to the procedure shown in the 
sequence chart of drawing 8 . 

[0061 ]As shown in the figure, if packet needed information arises in the communication terminal 40, 
the communication terminal 40 will broadcast first the probe packet having contained terminal ID of 
the self-terminal 40 from the Radio Communications Department 401 (Step S301). The base station 
30 which received this probe packet transmits the probe response having contained SSID and MAC 
Address 301a of the local station 30 to the communication terminal 40 from the Radio 
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Communications Department 306 (Step S302). If a probe response is received from the base station 
30, a probe response will be used for the communication terminal 40 instead of a beacon, and it will 
perform processing after Step S 104 of base station decision processing (refer to drawing 6 ). 
[0062]The base station 30 and the communication terminal 40 may communicate according to the 
procedure shown in the sequence chart of drawing 9 . In this case, SSID and MAC Address 301a of 
the base station 30, It is contained in the probe response transmitted from the base station 30 at 
Step S403, and the communication terminal 40 performs processing after Step S104 of base station 
decision processing (refer to drawing 6 ) using this probe response. 

[0063]As explained above, SSID and MAC Address 301a of the base station 30 may be contained in 
radio signals other than beacons, such as a probe response. In the sequence chart shown in draw i n g 
.9, it may be the gestalt that SSID of the base station 30 is contained in a beacon, and MAC Address 
301a of the base station 30 is contained in a probe response. 

[0064]<Modification 2> with the case where classify into two or more groups each base station 30 
which constitutes the wireless LAN 1 in the embodiment mentioned above, and SSID is used as the 
above-mentioned group's identification information. For example, the extended service area 36 of 
the wireless LAN 1 may be classified into two or more local area by making the basic service area 
35 into the minimum unit, and SSID which is different to each base station 30 for every every place 
region area concerned may be assigned. In this case, it is good for the base station address storing 
table 408b memorized by the communication terminal 40 also as a gestalt in which MAC Address 
301a of each base station 30 only in the local area in which the communication terminal 40 is 
carrying out the ****** area is stored. If it does in this way, the data volume of the base station 
address storing table 408b can be reduced. 

[0065]For example, when the communication terminal 40 is in the Kanto area, The base station 
address storing table 408b where MAC Address 301a of each base station 30 only in the Kanto area 
is stored is stored in the nonvolatile memory 408, When the communication terminal 40 is in the 
Kansai area, the base station address storing table 408b where MAC Address 301a of each base 
station 30 only in the Kansai area is stored is stored in the nonvolatile memory 408 etc. However, 
when it moves to the local area where the communication terminals 40 differ in such a case, it is 
necessary to acquire the base station address storing table 408b for the local area of a movement 
destination. The size of local area is not limited to the above-mentioned illustration, and is arbitrary. 

[0066]<Modification 3> The embodiment mentioned above explained the case where the 
communication terminal 40 acquired the base station address storing table 408b by communication. 
However, the base station address storing table 408b may be a gestalt which is distributed to the 
subscriber to packet communication service by recording media, such as a floppy (registered 
trademark) disk (it is hereafter called FD for short), and is stored in the nonvolatile memory 408 of 
the communication terminal 40, for example. In this case, for example, as shown in drawing 10 , FD 
drive 421 is formed in the communication terminal 41, and the base station address storing table 
408b read from FD50 with which FD drive 421 concerned was equipped is stored in the nonvolatile 
memory 408. 

[0067]MAC Address 301a of the base station 30 is 6 bytes in total, and if the storage capacity of 
FD50 shall be 1.4 M bytes, it can provide the communication terminal 40 with MAC Address 301a of 
the base station 30 for about 230,000 games by FD50 of one sheet. The recording medium for 
distributing the base station address storing table 408b is not limited to FD, and it is needless to say 
that they may be arbitrary recording media, such as CD-ROM, DVD, a memory card, for example. 
[0068]The Modification 4> above-mentioned embodiment explained the case where MAC Address 
301a of the base station 30 which amounts to a total of 6 bytes was used in the case of attestation 
of the base station 30. However, as shown in drawing 3 , MAC Address 301a of the base station 30 is 
constituted by top 3 bytes of vendor ID, and product ID of 3 bytes of low rank. Here vendor ID of 
MAC Address 301a of each base station 30, Vendor ID assigned to the maker which manufactures 
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the Ethernet controller etc. which are built into the wire communication interface 301 of the base 
station 30 or the base station 30, or the wire communication interface 301 , Or it is limited to vendor 
ID assigned to the communication enterprise which manages the wireless LAN 1 . 
[0069]Therefore, it may be made to attest the base station 30 only using top 3 bytes which is 
equivalent to vendor ID among MAC Addresses 301a of the base station 30. It may be made to 
attest the base station 30 using top 3 bytes which is equivalent to vendor ID among MAC 
Addresses 301a of the base station 30, and 3 bytes of low rank [ a part of] equivalent to product 
ID. Thus, if it is made to attest the base station 30 using a part of MAC Address 301a, the data 
volume of the base station address storing table 408b and the data volume of the beacon broadcast 
from the base station 30 can be reduced. 

[0070]When the subscription applicant of the packet communication service by the <modification 5> 
wireless LAN 1 owns a mobile computer, PDA, etc. beforehand, a communication enterprise, This 
invention is realizable using the mobile computer and PDA which the subscription applicant owns by 
providing a subscription applicant with the wireless LAN card which provides a wireless 
communication function, and the recording medium with which the communication control program 
was recorded. 

[0071 ]In this case, for example, as shown in drawing 1 1 , the card slot 422 provided in the 
communication terminal 42 is equipped with the wireless LAN card 60 which controls the radio 
performed between the base stations 30. From FD50 with which FD drive 421 was formed in the 
communication terminal 42, and FD drive 421 concerned was equipped. The communication control 
program with which the control procedure of the base station authenticating processing (refer to 
drawing 7 ) which are base station decision processing (refer to drawing 6 ) and its subroutine was 
described is read, and it is installed in the nonvolatile memory 408. The recording medium which 
stores a communication control program may be arbitrary, and a communication control program 
may be a gestalt with which the communication terminal 42 is provided by a wire communication or 
radio. 

[0072]This invention is also realizable by providing only a wireless LAN card to the subscription 
applicant who owns a mobile computer and PDA beforehand. In such a case, a communication 
enterprise shows drawing 1 2 t he hardware constitutions of the wireless LAN card provided to a 
subscription applicant. 

[0073]As shown in the figure, the wireless LAN card 61 has the Radio Communications Department 

601 , the nonvolatile memory 602, CPU603 and RAM604, and the input/output interface 605, and 

these each part is connected by bus 606. The nonvolatile memory 602 is provided with the following. 

Communication control program 602a. 

SSID storing region 602b. 

Base station address storing table 408b. 

[0074]The Radio Communications Department 601 controls the radio performed between the base 
stations 30. The communication control program 602a memorized by the nonvolatile memory 602 is 
a program the control procedure of the base station decision processing (refer to drawing 6 ) 
mentioned above or base station authenticating processing (refer to drawing 7 ) was described to be. 
SSID which identifies the wireless LAN 1 to which communication with this wireless LAN card 61 
was permitted in the SSID storing region 602b, Or when each base station 30 which constitutes the 
wireless LAN 1 is classified into two or more groups, SSID which identifies the group to whom 
communication with this wireless LAN card 61 was permitted is memorized. 
[0075]In the base station address storing table 408b. MAC Address 301a of each base station 30 
which constitutes the wireless LAN 1 to which communication with this wireless LAN card 61 was 
permitted, or MAC Address 301a of each base station 30 belonging to the wireless LAN card 61 and 
the same group of the wireless LAN 1 smell lever is stored. CPU603 performs processing about 
attestation of a base station according to the communication control program 602a, and outputs the 
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propriety of communication with the authentication result 30, i.e., a base station, to the 
communication terminal 42 via the input/output interface 605. 

[0076]<Modification 6> The embodiment mentioned above explained by illustrating the mobile 
computer and PDA which have a wireless communication function as the communication terminal 
40. However, the wireless communication terminal which can apply this invention, For example, a 
portable telephone and a PHS (Personal Handyphone System: registered trademark) terminal, It may 
be a portable electronic apparatus, a car navigation device, etc. which have HomeRF (Home Radio 
Frequency), Bluetooth (registered trademark), etc. as a short-distance-radio communication 
function. They may be wireless communication terminals which do not move, such as a deferred 
type personal computer which has a wireless communication function. The wireless communication 
networks which can apply this invention may be a PDC (Personal Digital Cellular) network, a PHS 
network, etc., for example. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a block diagram which illustrates the composition of the wireless LAN concerning 
the embodiment of this invention. 

[Drawing 2] It is a block diagram which illustrates the hardware constitutions of the base station 
concerning the embodiment. 

[Drawing 3] In the base station concerning the embodiment, it is a figure explaining the data 
configuration of the MAC Address stored in the wire communication interface. 
[Drawing 4] It is a block diagram which illustrates the hardware constitutions of the communication 
terminal concerning the embodiment. 

[Drawing 5] In the communication terminal concerning the embodiment, it is a figure which illustrates 
the data configuration of the base station address storing table stored in nonvolatile memory. 
[Draw in g 6]In the communication terminal concerning the embodiment, it is a figure which illustrates 
the flow chart of the base station decision processing performed by CPU. 

[Drawing 7] In the communication terminal concerning the embodiment, it is a figure which illustrates 
the flow chart of the base station authenticating processing performed by CPU as a subroutine of 
the base station decision processing shown in drawing 6 . 

[Drawing 8] It is a sequence chart which starts the modification 1 of this invention and illustrates 
operation of a communication terminal and a base station. 

[Drawing 9] It is a sequence chart of others which start the modification 1 and illustrate operation of 
a communication terminal and a base station. 

[Drawing 10] It is a block diagram which illustrates the hardware constitutions of the communication 
terminal concerning the modification 3 of this invention. 

[Drawing 1 1] It is a block diagram which illustrates the hardware constitutions of the communication 
terminal concerning the modification 5 of this invention. 

[Drawing 12] It is a block diagram which illustrates the hardware constitutions of the wireless LAN 
card concerning the modification 5 of this invention. 
[Description of Notations] 
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